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Abstract—

Our earlier measuementsof global name sewer performance concen-
trated on responsdime measuements.In this paper we examinethe shape
of responsetime distributions. Thesedistrib utions often show clear evi-
denceof multipathing behaviour. We alsoreport on improvementsto Ne-
TraMet’ s method of collecting data distrib utions.

|. INTRODUCTION

Sincelate 2000we have beenmakingpassie measurements,
observingthe behaiour of the global root and gTLD DNS
seners. We usea NeTraMet meterlocatedat UC SanDiego,
referredto as our UCSD meter[5]. This metermeasureshe
time interval betweerDNS requestsandtheir correspondinge-
sponse$l1], producingeitherindividual times,or distributions
(with countsin up to 100 bins), dependingon the numberof
obsenationsmadein each5- or 10-minuteinterval.

Previouswork [3], hasexaminedthe long-termbehaiour of
the global DNS seners,usingstrip chartsto show variationsin
medianrequest/respongene andin the numberof unanswered
requestsor each5- or 10-minuteinterval. This paper
« presentsmprovementdo NeTraMet's collectionmethod
« investigatesheeffectof multipathingon DNSresponsd¢imes
and
« reports preliminary investigations of the shape of the
request/respongane distributions.

Il. DATA COLLECTION

The datausedin this paperwascollectedfrom July 2001 0n-
wards. We collectedDNS responsdime (RTT) datausingNe-
TraMet[4] [6] meterswith rulesetgo obsene streamof DNS
pacletsto andfrom all theglobalrootandgTLD seners.

A. NetworkTopology, MeterLocation

For this paper our datawasobtainedfrom our UCSD meter
asdescribedn [5]. Duringtheyearthe UCSDnetwork topology
changedseveraltimes,changingour ability to meterexternalln-
ternettraffic. The datausedfor this paperwascollectedin July
andSeptembeP001,anddoesnot appeato have beenaffected.
However, the datausedto investigateDNS resol\er retry be-
haviour wascollectedin January2002. It revealsclearchanges
(discussedbelow) in theroutingof DNS pacletspastour meter

Figurel shavs the network topologyattheendof 2001. San
Diego Supercompute€entre(SDSC,right of figure) hasfour
externallinks, oneto the commodity Internetand threeto re-
searchandhighereducatiometworks. The existing OC3ATM
link from SDSCto therestof the University (UCSD, left of fig-
ure) wasreplacedaboutmid-yearby an OC12ATM link. Our
UCSD meterusesDag 3.2 network interfaces[1] which work
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Fig. 1. Network topologyat UCSD,Decembef001

at OC3or OC12speedssowe movedthe meterto obsene the
OC12UCSDlink.

Laterin theyear anOC3ATM link wasaddedetweerSDSC
andUCSD. ThatOC3link is availableasa secondaryconnec-
tion, providing redundang for the primaryOC12link. Thesec-
ondarylink is now in everydayuse whichmeanghatourUCSD
metercannolongerreliably seeall pacletsin andoutof UCSD.
For DNS paclets,local routing determineghe pathsto eachof
theglobalnameseners;we analysegheimplicationsfor ourdata
below. In thelong termwe planto install a secondmeteron the
OC3link soasto restoreour ability to obseneall pacletsin and
outof UCSD.

B. RTFMDistributionsin NeTraMet

The ‘basic’ RTFM attributes[7] all have scalarvalueswhich
are either static (e.g. Fr omPeer Addr ess), or are integer
counterge.g.ToCct et s). RTFM countersarenever reset;in-
steadonereadsan RTFM meterat regular intervals and com-
putesdifferencesbetweenthe counts. Using countersin this
way allows a meterto bereadasynchronouslyy severalmeter
readers.

RFC 2724[9] extendedthe RTFM datamodelby introduc-
ing distribution-valuedattributes,allowing an RTFM meterto
producedataabouthow an attribute’s value variesover time.
TheRTFM Working Groupdecidedhatdistributionvalueswere
more general(andthereforemore useful)thansimple statistics
suchasmean,median,etc. Furthermoresincea distribution is
simply an array of counters,t canbe readasynchronouslyy
multiple meterreaders.

The essential parametersof an RTFM distribution are
shown in figure 2. A distribution is an array of bins (n
bins in the figure). An attribute’s values, in the range
(lower_limit .. upper_limit], aremappedontothe binsusing
eitheralinearor logarithmictransform.Bin 0 countsall values
<= lower_limit, andthereis ann+ 1t* ‘overflow’ bin which
countsall values> upper_limit.

Within the RTFM architecturegachrule in arulesetcantest
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Fig. 2. RTFM Distribution parametersNote thatthe limits specifythe upper
edgeof eachbin.

a valueundera mask. The ‘value’ and‘mask’ fieldsin a rule
areat leastsix byteslong (so asto hold an EthernetMAC ad-
dress).RFC 2724specifieshow the completesetof distribution
parameterss codedasfieldswithin anRTFM rule asfollows:
Mask byt es:

1 Transform
2 Scal e Factor

1 =1linear, 2 = logarithmc

Power of 10 nultiplier for
Limts and Counts

H ghest value for first bin

Hi ghest value for last bin

3-4 Lower Limt
5-6 Upper Limt
Val ue bytes:
1 Bi ns Nunber of bins. Does not
include 'overflow bin

2 Paraneter-1 } Paraneter use depends
3-4 Par amet er - 2 } on distribution-val ued
5-6 Par anmet er - 3 } attribute

Whenwriting rulesetusingSRL [10] onerequestshe meter
to build a distribution usingasave statemenof theform
save dwv._attribute = val ue & nask;
andspecifyingthe parametersising SRLs corventionsto indi-
catefield sizein bytes,i.e.
« adotindicateghattheprecedinghumbeiis aone-bytanteger,
« anexclamationmarkindicatesthatthe precedingnumberis a
two-byteinteger, and
« thelastfield is the samewidth asits precedindield.
For example,we could specify‘short-termbit rate’ [9] distribu-
tionsasfollows:
48.10.0!'0 & 1.3.1!24000;

48.10.0!0 & 1.3.1!24000;
10s rates, linear, **3 => 1k..24M B/ s

save ToBitRate =
save FronBitRate =
# 48 bins,

ToBi t Rat e andFr onBi t Rat e aremeasuredh bits persec-
ond, the multiplier of 3 corvertsthemto kb/s. Theseattributes
usepar amnet er - 1 to specifytheinterval for computingrates,
10secondsn thesave statementabove.

C. DNSResolveBehaviourat UCSD

TheNeTraMetrulesetwe usefor observingDNS RTT distri-
butionsusesthe ToTur nar oundTi ne1l attribute. Theruleset
definesoneflow for eachglobalrootor gTLD nameseregr. Each
of thoseflows hasa stream[11] for eachlocal DNS resoler;
thesestreamamaintaina queueof datablocksfor DNS request
paclets.WhenaDNSrequespacletis obsened,its arrival time
(in microsecondsandits DNS identifieraresavedin theappro-
priatestreams paclet dataqueue.Whena DNS receve paclet
arrives,NeTraMetsearchegs streams paclet dataqueuelook-
ing for a matchingrequestidentifier If a matchingrequestis

TABLE |
DNSLOOKUPS (I.E. REQUEST/RESPONSE PACKET PAIRS) BY NUMBER OF
RETRIES AT UCSD ON 16 JANUARY 2002

DNS Lookups
No retries 98432 (98.3%)
Oneretry 1584 (1.6%)
Two retries 91 (0.1%)

found, the metercomputeghe RTT asthe differencein arrival
time for theresponsandrequespaclets.

From time to time the meter checksthe paclet queuesfor
‘old’ requests;theseare timed out (i.e. deleted)if they have
beenqueuedfor more than ten times the upper_limit speci-
fied for the RTT distribution. We normally usean RTT range
of 1 .. 700 ms, hencerequestsare timed out after 7 seconds.
Timed-outrequestsarecountedn theflow’sToLost Packet s
attribute.

Sometimesa meter may seeresponsepaclets when it did
not seea corresondingequest. In that case,the unrequested
responseis countedin the flow’s Fr onlLost Packet s at-
tribute. Unrequestedesponsemdicatethatthemeteris notsee-
ing all traffic in bothdirectionsfor alink —in contrasttimed-out
requestsanbe causeckitherby afailureto seeboth directions
or by lossesn the network.

Sincewe know (figure 1) thatwe are only meteringthe pri-
marylink betweerSDSCandUCSD,we expectto obsene path
asymmetriegor someof the globalnameserers. To determine
the effect of this on our RTT data,we modifiedthe NeTraMet
meterto log copiesof its DNS pacletdata.On 16 January2002
we collectedaboutserenhoursof DNS requestandresponses,
with onedatarecordfor eachDNS (UDP) paclet. Eachrecord
contains

Local DNS resol ver address = Sour cePeer Addr ess
DNS request ID (2 bytes)
Arrival Time (mcroseconds)
A obal server address

DNS paraneter (2 bytes)

Dest Peer Addr ess

For thosesevenhourswe obsened111local resohersactive
on the UCSD campus.The numberof successfulookups(i.e.
request/respongEaclet pairs)is shovn in tablel.

We obsenedsimilar behaiour for unansweredequestshbut
suchcountsare unreliablebecausave cannotbe surewhether
or not a responsevas deliveredvia anotherpath (in our case,
UCSDsOC3 secondanyink). Nonethelessnoneof our local
resohersattemptednorethantwo retries. RecentlyJunget al
[2] have obsened DNS lookupsinvolving up to 12 retransmis-
sions.Theirresults however, arefor all nameserersqueriedby
their local resohers,whereasours(shoving a maximumof two
retries)areonly for theglobalroot seners.

In the following examplesthe recordsare setout with their
fields in the orderlisted above. Times are showvn in seconds
andms, DNS identifier and parameteiare shavn asfour-digit
hexadecimalnumbers.A requestpaclket hasa zero high-order
bit in its parametefield.

Normal behaiour for aresoler is to senda requestandre-
ceive aresponsdrom the sameglobalsener, e.g.

LocResl 0001 003879.297 C gTLD 0000



LocResl 0001 003879.373 C gTLD 8000

LocResl
LocResl

0004 008977.691 M gTLD 0000
0004 008977.900 M gTLD 8000

Here local resoher LocRes1 sentrequeststo the C and M
gTLD seners,andrecivedresponsewithin afew hundredmil-
liseconds.

Resoler retry behaiour depend®on the resolher implemen-
tation. A typical exampleis:

LocRes2 44fd 017923.609 G root 0000
LocRes2 44fd 017927.125 | root 0000
LocRes2 44fd 017931.126 B root 0000
LocRes2 44fd 017931.132 B root 8000

In this caseLocRes 2 sentarequesto the G root. After about
3.5secondst sentthesamerequesti.e. arequestvith thesame
identifier)to the | root. 4 seconddaterit retriedto the B root,
andgotaresponseWe describehisas‘normal’ retrybehaiour.
Occasionallywe sav non-standardetry behaiour, in which
aresolersentduplicatepacletsto the samenameserer, e.g.

LocRes3 0364 003795.650 J gTLD 0000
LocRes3 0364 003795.650 J gTLD 0000
LocRes3 0364 003795.772 J gTLD 8000
LocRes3 6850 007116.567 C root 0000
LocRes3 6850 007116.567 C root 0000
LocRes3 6850 007120.330 D root 0000
LocRes3 6850 007120.330 D root 0000
LocRes3 6850 007120.401 D root 8000

HereLocRes3 senttwo copiesof its requestdo the J, C and
D roots,andreceved areply for eachrequest. This behaiour
is clearlyimplementation-dependeme only obsenedit for a
few of UCSD’s local resohers. We have also obsened a few
evenmorebizzareretry behaiours.
Duplicated requests will disrupt NeTraMet’s response-

matchingalgorithm. Becausethe secondrequestis placedat
the headof the paclet dataqueue,it will be matchedby the

beginningof 2002;we will installa meteronthe secondaryink
assoonaspossible.

For this paper our datawas collectedaroundbetweenJuly
andSeptembe?001.ThemedianRTT stripchartgpresentedbe-
low aregenerallysimilarto thosein ourearlierwork[3], i.e.they
werenot affectedby changesn the UCSD network topology

E. ‘Dynamic’ Distributionsin NeTraMet

Using a set of bins with fixed upperbounds,as described
above, works well mostof the time, but it presentdifficulties
if onewantsto obsere small variationswithin a single flow,
e.g.for a single nameserer. This is becausehe root name-
sener responsdimes cover a wide range,15 msto about200
msor more.On theonehand,we wantto usethe samescalefor
all thenameseregrs(to simplify comparisons)ntheotherhand
we oftenfind thatall the countsfor a nameserer are clumped
into a very smallproportionof the distribution’s bins.

One way around this problem would be to use different
boundsfor eachof the seners. Thatwould provide betterres-
olution, but it would make our rulesetsmorecomple, andthus
moredifficult to maintain.

To avoid having to seta wide bin range therebygiving awvay
the fine detail we want for eachflow, we have devised a ‘dy-
namic’ distribution managemenschemefor NeTraMet. This
storesindividual datavaluesasthey arrive, until we run out of
spaceo storethem. At thatpoint we computesuitablebounds,
derivedfrom theobseneddata,andinitialise theresultingfixed-
bin distribution with the datavalues.

InanSRLrulesetponespecifiegshescalefactorandboundsas
usual.lower_limit andupper_limit areheldaslowerlim and
upperlim, togethewith R, thespecifiedangej.e. upperlim—
lowerlim.

We begin by saving eachdatavaluein the spaceallocated
for thedistribution’s bins,andupdatingmin_val andmax_val
(the attribute’s maxandmin datavalues).By default the meter

first responsegiving a shorterthan expectedrequest/response hasspacefor at most100 bins, sowe canstoreup to 100 data

time. During the obsenation period coveredby tablel we ob-
sened 260 duplicaterequest/responspairs, i.e. 0.3% of the
total lookups. We do not believe that this percentagés high
enoughto have ary significanteffecton our RTT data.

D. AsymmetridRoutingof DNSpadetsat UCSD

We have alsousedthe DNS paclet datadescribedabove to
investigatehe pathsof requestindrespons@acletsby building
tablesof requestandresponsefor eachlocal resoher, andfor
eachglobalnamesergr.

Thelocalresohersall seento behaein muchthe sameway;,
i.e. we did not find ary unusualDNS traffic patternsamongst
them.We thereforesummarisedhe request/responsmuntsfor
eachglobalnamesergr. We find thatin Januar2002ourUCSD
meternever sav requestdo F root, it only seesesponsesSim-

ilarly, it sav mary requestdo G gTLD, but very few responses.

Both of theseareclearexamplesof asymmetriaouting.
Suchasymmetricouting hasa definiteimpactfor our work
on globalnamesergr performanceln particular we cannotbe
sureof the ‘requestloss’ rateto ary global sener, andwe are
unableto measureRTTs for somesevers. However, the sec-
ondarylink only appeargo have beencarryingtraffic from the

values.

Whenwe reachthe 1015 datavalue,we copy thevaluesinto
a temporaryarray determinesuitabledistribution bounds,and
placethedatavaluesinto their appropriatéins. After that,each
new datavaluegoesinto theappropriatévin, exactly asif wehad
specifiediixedboundsin our ruleset.We usea lineartransform
for dynamicdistributions. Sincetheboundsarechoserautomat-
ically thereis very little needfor alogarithmictransform.

When we cometo chooseboundsfor a dynamic distribu-
tion, we set them to min(min_val — R/8,lowerlim) and
mazx_val + R/4; i.e. we pick valueswhich allow someroom
for ‘outlier’ pointsat the endsof therangewe have seensofar.
This usually works well, but pathologicalcasesdo arise. We
have notyet beenableto find a moreeffective stratayy.

When a dynamicdistribution is readby a NeTraMet meter
readerit returnsavalueof the‘transform’ parameteto indicate
whetherit is a setof actualvaluesor an array of counters(to-
getherwith the choserupperandlowerbounds).TheNeTraMet
‘transform’ parametewraluesare:

1 linear
2 logarithmc }

} as above
(RFC 2724)



4 dynam c request Use in SRL program

5 actual val ues } Returned by
6 array of counters } met er reader
(limts set fromdata val ues)

After thedistribution valuesarereadby our meterreaderthe
meterresetshemto zeroandbeginsto build the next dynamic
distribution, asabove. Sinceresettingdistribution valuesin this
way breaksthe RTFM model,whereall datais assumedo be
heldin counterswhich only everincrementjt canonly beused
with a single meterreader We are consideringways of mak-
ing this approactwork with multiple meterreadersput for our
currentprojecta singlemeterreadeiis suficient.

F. Strip Chartsof RootandgTLD Responsdime

The datafor this paperwascollectedusinga NeTraMetrule
setbasedntheonedescribedn [11]. Becausavewishedto de-
terminewhethertherearedifferencesn thebehaiour of thevar
ious IP networks (i.e. blocksof IP addressedpsideUCSD,we
modifiedthe rulesetby addinga statemento save eachflow’s
SourcePeerAddresahichin this context is the IP network ad-
dressfrom which DNS requestaresent.

Sinceourflow datafiles canincludesereraldifferentflowsfor

eachglobalsener (onefor eachdifferentSourcePeerAddresses)

we wrotea perl programto combinethe distributionsfrom such
flows. Theresultis a ‘combined’ flow datafile, with a single
flow for eachglobalsener. Figures3 and4 shaw ‘strip charts’

duringtheweek). Third, severalseners,especiallyF, G, L and
M hadshortperiodswhenresponsgime wasnoticeablyhigher
thanusual. Sincetheseperiodscoincideacrossseveral seners,
they aremostlikely causedoy network congestionratherthan
overloadingatindividual seners.

gTLD Response Time at UCSD from Sun 23 Sep 2001, scale 0-200 ms
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Fig. 4. DNSgTLD sener performanceresponsgimesobsered at UCSD for
eightdaysfrom Sunday23 Septembe2001

ThegTLD traceqfigure4) aremoreconsistenthantheroots.
They do not show ary obvious sener overloadingeffects, but

of overall DNS round-trip time (i.e. medianrequest-response they doshawv short-termincrease round-triptime, atthesame

times)for 10-minuteintervalsduringtheeightdayswe collected
ourdata.

Root Response Time at UCSD from Sun 23 Sep 2001, scale 0-300 ms
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Examiningthe root traces,three featuresstandout. First,
seven senerswere performingwell (A, D, F, H, J, L and M),
i.e. they had low responsetimes which were mostly steady
Second several senersshav varioustypesof overloadingbe-
haviour. B, C and G shaved consistentlyhigh responsdimes,
with no differencebetweernweekdaysandweelends. E, | and
K had periodsof a few days(mostly weelends)when perfor
mancewasreasonablehut muchhigherresponséimes(usually

times asthoseobsered for the roots. This behaiour is most
likely causedby network congestionin a commonpart of the
network pathsfor theseglobalseners.

I11. FITTING DISTRIBUTIONS

Some preliminary data collection and analysis of DNS
requestresponsdimeshadbeendonefor an earliersetof data
using bins with fixed upperbounds. Gamma,lognormaland
Weibhull distributionswerefitted, but no singledistribution was
always succcessfulalthoughit seemedthat the best choice
of distribution might dependon the sener. For instance,the
Weibull gavethelargestnumberof goodfits for A root, whereas
the lognormalappearedo fit someof the F gTLD databetter
This preliminaryfitting of distributions was complicatedboth
by the smallnumberof responsesbsenedin somefive-minute
periods;andthe narrav rangeof someof the obseneddistribu-
tionscomparedvith thefixedboundschoserfor thebins,which
led to high countsin just a few bins. The dynamicdistribution
managemergchemehasovercomeboth of thesedifficulties.

A particularlyinterestingfeatureof the dynamicdistribution
schemas thatit storegesponsd¢imesin theorderin whichthey
werecollected,aslong asthereareno morethan100 of them.
Thusit is possibleto generatdime serieglotsof DNS response
timesfor thosel0 minutecollectionintervalswherethenumber
of responsess below 100. Note thatthe obsenationsfor these
plotsaretakenat unequalintervals

We begin by giving somerepresentatie plots of someof the
behaioursthatwerecommonlyobsened. The right-handcol-
umn of figure 5 containstime seriesplots of requestresponse
timesfor L rootfrom subnetvark 1 for asequencef 10 minute



intervals, beginning with the 10 minuteinterval 3:40-3:50a.m.
on Thursday27th Septemberand endingan hour later at 4:40
a.m. The left-handcolumn of the samefigure givesthe fitted
densityusing the function densityin R with default parameter
settings. The statisticalpackageR [8] hasbeenusedto do the
analysisandgeneratall of the plotsin the remainingsections
of the paper
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in DNSrequestesponsgimesovertheperiodof anhour, with fitted density
usingR
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If we examinethe plot for the first 10-minuteinterval, from
3:40-3:50a.m., we seethat thereis relatively little variation
aboutthe mean. The meanis 22.95milliseconds,the sample
standarddeviation 1.85,andthe skewness0.54. Figure6 gives
ggplotsfor thenormal,Weibull, gammaandlognormaldistribu-
tions (from left to right). Both the Weibull andgammadistribu-
tionsgive areasonabldit in this case.The gammadistribution
hasestimatedhapeandscaleparameter?.71and18.64respec-
tively, with locationparametef9.4. This behaiour is typical of
lightly loadedroutes,with a gammadistribution with a positive
locationparametepftengiving areasonabldit.

Thesequencef plotsfor thewholehourclearlyshow thatthe

responsdimesincreasedonsiderablyover this period. Indeed,
for the final 10-minuteinterval, the datahave mean91.67mil-
lisecondssamplestandardieviation 14.59with skewness-0.27.
Theqgplots(which we do not give here)indicatethata betterfit
is obtainedwith the normaldistribution thanthe gammeafor this
interval. The increasein requestresponsdimes over this pe-
riod wasalsoseerby D, F, G andM root seners(seeFigure3),
i.e. it happenduring a period of network congestiorcommon
to thoseseners.

In somecasesthe increasein requestresponsdimesis to
a level thatis mary timesthe baselevel. Figure 7 givesthe
distributions for a sequenceof 10 minute intervals on E root
on 24 Septembe(again, this increaseis clearly visible on the
strip chartin Figure 3). In figure 7 a) the medianis around16
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Fig. 7. ERoot,sample®nding0830,24 Septembe®1 (UTC) shaving anorder
of magnituddncreasén responsgimes.

milliseconds,with someexcursionsabove this, andthe distri-
bution is right skew. Figures7 b) - e) shav the responsdime
distributionsgraduallyincreasingo alevel wherethemedianis
about200millisecondsthatis, anorderof magnitudehigher, at
which it remainsfor therestof the day. In theseplots mostof
the 10 minuteintervalshave hadmorethan100responsdimes
recorded- thedataarebinned,andthe plot is now a barplotin-
steadof atime seriesplot. However, notethatit is possibleto
visually comparethe fitted densityfor the time seriesdatawith
thatof thebarplots.
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GammaandWeikull give the bestfit.

If we comparethe distributions for Monday, 24 September
with responsdime distributionson Sunday 23 Septembe(see
e.g.thosegivenin figure 8), we seethaton Sundaythey mostly
remainatthelowerlevel for thewholeday NotethatpingsonE
root take about30 milliseconds,on average- the high levels of
responsdimesseenfor muchof theworking weekareanorder
of magnitudegreaterthanthis.
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(b) A shift from one modeto anothey with roundtrip times
differing by hundred=f milliseconds.
Onereasonablexplanationfor the first behaiour is the useof
loadbalancingoy network operatorgo spreadraffic acrossev-
eral paths. Our obsenationssuggesthat this practiceis sur
prisingly widespread.The secondsuggest®ithera significant
changen routingalongthe pathor achangen senerbehaiour
— overloadingof the sener seemghemorelikely explanation.
A plot shaving requestresponsdimesin July 2001 for the
whole UCSD network is givenin Figure9. Thisis anexample
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behaiour for adaywith light loading.

Theplot in figure8 b) of respons¢imesis abehaiour thatis
very commonlyseen Fairly long periodsof low respons¢imes
areinterruptedby shortclustersof longerresponsdimes. The
tail of the distribution dependsheaily on how mary of these
clustersarepresentandhow long they are.We foundthatif the
highervaluedclustersareomitted,thenthe gammadistribution
often gave areasonabldit to the data. In generalhowever, no
singledistribution appeardo give a consistentlygoodfit to the
data.

A. Multimodalbehaviour

A particularlystriking featureof the datais thatwe seeclear
evidenceof multipathing,even over very shorttime spans.We
have obsenedthis effectin datacollectedover severalweeks.

We obsenedtwo generakindsof multipathingbehaviour:
(a) Several clear modes, with round trip times differing by
about10 milliseconds.
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Fig.9. | Root,sampleending0330,9 July 01 (UTC) shaving preferredvalues
of theresponseimes: we believe thatthesearedueto multipathing.

of the first kind of behaiour. We obsene that thereare pre-
ferred valuesof the responsdimes: we believe that theseare
dueto multipathing.It is evidentfrom figure9 thatmultipathing
canproducemultiple routechangegwhich manifestasdifferent
DNS responsgimes)over relatively shortperiodsof time. We
have seerthis preferred-aluebehaiour occurringfor severalof
therootsenersandgTLDs. K andM gTLDs exhibited chang-
ing levelsin responsdimesin mostof the 10 minuteintervals
for whichwe haddata;l andL gTLDsin mary of the 10 minute
intervals; andoccasionallyrapid switchingwasalsoseerfor A,
B andE root seners,andA, C, F andG gTLDs. We notethat
somerouteshadso little dataavailablethatit would not have
beenpossibleto detectthis behaviour if it werepresent.

In thosecasesvheremultipathingwasclearly presentyve fit-
teddistributionsseparatelyo thedifferentresponséime modes.



Again,agammadistributionwasmostoftenfoundto give area-
sonabldit, with theWeibull alsogivingagoodfit onmary occa-
sions.However, thefrequentpresencef verydifferentresponse
time modesmeanghatfitting a distributionis non-trivial, andit
would be moredifficult to implementthis asanautomatiocom-
putation.

B. Subnetworks

In our Septembedata collection, DNS requesttimes were
also classifiedaccordingto the subnetwark from which they
originated. We found that the distribution of requestimesfor
someof the gTLDs could vary betweendifferentsubnetvorks.
An exampleof thisis givenin figure 10 below, whereresponse
timesfrom subnetvork 1 areall above 85.9msecgwith oneout-
lier of 354.9msecswhich hasnot beenplotted),whereaghose
from subnetvark 2 all lie in therelatively narrov rangeof 84.2
to 85.4milliseconds.

Since the traffic from all our meteredsubnetvorks goes
throughthe SDSCrouter, differencedor subnetvark roundtrip
timesshouldnotbecausedy routingdifferencesThissuggests
thatthey arecausedy loadbalancingatthe seners.
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Fig. 10. FgTLD, subnetwrks 1 and2, sampleending0450,26 Septembeb1
(UTC)

The different responsdime modesobsenred for the whole
network were also visible for individual subnetvorks. Fig 11
givesa10minuteinterval from K gTLD subnetwark 1. K gTLD
displayedsuchbehaiour consistentlyandrepeatedIlyover long
periodsof time. This appeardo be type a) multipathing,asin
figure9.

C. CommorPaths

On several occasionst waspossibleto obsene very similar
behaiour for sereraldifferentroot senersand/orgTLDs atthe
sametime.

For instance,on 26th Septemberin the 10-minuteinterval
endingat03:10,anincreasédn the respons¢imeswasnotedfor
F, JandL rootsandC, D, F andG gTLDs. Figure12 givesthe
time seriesplots of responseimesfor someof theseroutes. It
mustberememberethatthesearetime serieglots—thereis no
recordof whenin theinterval theresponsg¢imesweregathered,
just the sequencén which they weregathered.Thus, although
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K1 route, 26th August, 03:10

Fig. 11. K gTLD subnetwrk 1, sampleending0310,26 Septembe®1 (UTC)

theincrease@ppearo occursimultaneouslyit is possiblethat
they occurredatvery differenttimeswithin theinterval.

On occasion,jt appeardghat multipathingmay be occurring
simultaneouslyon several routes. An exampleof this is in the
10-minuteintenal endingat 07000on 26 Septemberfor A, C
andpossiblyalsoM gTLDs — seefigure 13. Note thatthe or-
der of magnitudeof the changeappeargo be the samefor all
plots, which suggestshatthe pathsto thesethreesenersshare
acommonmulipathedsection.

V. SUMMARY

We describean improved methodof collecting data, which
entailsstoringtheactualdatavaluesobtainedduringacollection
interval, aslong asthereareno morethan100 obsenations. If
thereare more than 100 obsenations,they are storedin bins,
the boundsfor which are calculateddynamicallyusingthe first
100 obsenationsasa guide. Resoher retry behaiour, andits
effectson NeTraMet’s DNS requestresponseacket matching
is discussed.

Ourimprovedmethodof collectingdistribution dataprovides
greatly improved fine detail for our DNS responsedata. We
have obsenedclearevidenceof multipathingin around50% of
seners and we are surprisedat how commonthis is. Multi-
pathingmeanghatfitting a singlecommondistribution will not
bepossible andautomatiditting would be nontrivial. We found
thata gammadistribution with alocationparameteoftengives
a goodfit, at leastfor identified modes,with the Weibull also
giving agoodfit on mary occasions.

For monitoringpurposesmedianandinterquartilerangefor
therespons¢imesmight besufficient, possiblywith somemea-
sureof skewnessaswell; usingthesesummarymeasuresould
reducenetwork datacollectionoverheadsHowever, we would
thenrequirea new algorithmsothata metercouldcomputeper
centilesfor ‘the lastn minutesof data.

AcknowvledgementsThe authorsaregratefulto the network
supportteamat CAIDA andto our colleaguesn the WAND
group. Thisresearclwaspartly fundedby a FRSTNERF grant
UOWXO0011.



milliseconds
0 60

20

milliseconds
120

90 100

milliseconds
20 30 40 50 60 70

130

milliseconds
110

Fig.

(1]
(2]

(3]
[4]
(3]
(6]
(71

(8]
9]

[20]

[11]

80 90
L

00 o
0
° o
%o
o
B o
o
o
o
i ° o
00 o °o
0o o o o o 0o
o o
0o o o
60 09, 0o 0600060 0°%0 5600
T T T T T T
0 10 20 30 40 50
F root, 26th September, 03:10
i o
oo
o o
i o o
o
7 0
o oo
oo o
B o 04
il o
o %0 o
o o 9% 05 y0000 0o
T T T T T T T T
0 5 10 15 20 25 30 35
J root, 26th September, 03:10
G
i oo o
o
b o
o o
0600
) o° 00
o o0 o0 o 000 0
il o 00 0% o 0o
o o
o
4 o 0o o © .
o o
0 0 g,% 00 @ 00 o o
| 20 7520 %070 500 o 000 000°000,00" 0 O o
T T T T T
0 20 40 60 80
L root, 26th September, 03:10
o
] 0o
O ° o
i 0000 o o
000 o 0o
© 0 © @ o0 O
b o
o o 00 0 o o
b 00 % o
° o
o
° o o° 000 ° 00 o
o o o 0 o
0000% 9005000 09 %00600,0° 00 0" O
T T T T T
0 20 40 60 80

CgTLD, 26th September, 03:10

12. sampleending0310,26 Septembedl1 (UTC) shaving possiblysimul-
taneousncreasen responsé¢imesonF, J,L rootsandC gTLD.
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Fig. 13. sampleending0700,26 Septembe®1 (UTC) shaving possiblysimul-
taneousnultipathingon A, C subnetwrk 1, C subnetwrk 2 andM gTLDs
(from top to bottom). Note that heresubnetwarks 1 and 2 both seemto
experiencesimultaneousnultipathingto C gTLD.



