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AS relattonships

= AS relationships types:
o Customer - Provider

0 Peer — Peer
o Sibling -Sibling

Customer - Provider
Peer-Peer

Customer - Provider
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Structure of AS paths (Valley Free Model)

AS paths have the following hierarchical

structure:

o zero or more customer-provider (or sibling-sibling)
links.

o followed by zero or one peer-peer link.
o followed by zero or more customer-provider (or
Slb“ng—SIb“ﬂg) |In|(S ' Feer-peer"nk

Customer-provider link
ustomer-provider 1in Customer-provider links
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Previous Work

GAQ. "On Inferring Autonomous Systems refationships in the Infernet” L.
Gao Tol 2001.

o nfroduce AS relationships classificafion, Valliey Free Model and heurstic
solution.

SARK: "Characterizing the Internet hierarchy from multipfe vantage points®
L. Subramanian ef. af INFOCOM 2002.

o Introduce the Type-of-Relationships (ToR) protlem:
Given an undirécted graph G derived from a set of BGP paths P, assign a direction r(reﬂecﬂ'n_:;
a cusiomer-provider or peer-peer relationshin) [0 every edge In G such that the foial number

of valle! paths in B s maxirized,

DPP: "Com uﬁn% the Types of the Refaﬁonsh;ps befween Aufonomous
Systems”, G. Di Baftista et al. INFOCOM 2003.

EHS: "Cfassﬂ?rfng customer-provider refationships in the Infernef’, T.
Erfebach et al. CCN 2002

o Find that no peer-peer relationships can be inferred in ToR formulation.
o Prove that ToR is NP- and AFPX-complete.
o Introduce arigorous approximation to ToR to compute customer-provider relationships onky.
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ToR limitations.

Case 1: some edges can
be directed either way
without causing invalid
paths

Fix: introduce additional
incentive to direct edges
along the node degree
gradient

?
cust-prov
12
8043
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Case 2: trying to direct
sibling links proliferates
errors

Fix: discover sibling links

using the WHOIS
database




New Formulation

Introduce a hew formulation of the AS

relationships inference problem as a multi-

objective optimization:

o Objective 1: Maximize number of valid paths (like
EHS/DPPISARK).

0 Objective 2: Direct links along node degree
gradient (like GAO).

Intuition: paths are now colored by the their
hodes’ degrees which allows to exploit the
structure of a path in detecting anomalous

paths.
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Reduce to MAX2SAT

Objective 1 (O1): Maximize number of
valid paths

0 Introduces clauses wua(x« xi) In the MAX2SAT
Instance.

Objective 2 (O2): Direct along the node
degree gradient

o Introduces clauses W (T — d){x«v X} In the
MAX2SAT Instance.

Tune parameter a to adjust relative weight
on the two objectives.
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Solution of the problem

Solve MAX2SAT using the SDP
approximation (94 approximation ratio).

Use BGP paths from RouteViews and 13
other route servers (1,025,775 paths) for
input set of paths.

Find sibling links using WHOIS database and
remove them from the graph.
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‘ AS hierarchy

*‘Rank ASs by their reachability: size of customer cone of an AS.

Table 2: Ranking of ASs mduced by our mference algonthm. The ranks of the top five ASs for o =0 and a = 1 are
shown for different values of o, The AS numbers are matched to an AS name using the WHOIS databases,
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‘ Results
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Conclusions and Future work

What's done?

o Find that ToR solutions do not vyield correct AS
relationships.

o ldentify ToR problem and introduce a natural generalization
of the previous AS relationships inference algorithms using
a standard multiobjective optimization method.

What's In progress?
o How to determine optimal q.

o Infer p2p links.
o Validation.
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Reachability based rank of AS: http:/as-rank.caida.org/
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(Questions
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What 1s Semi-Defmite Programming?

SDP 1s a variation of ordinary linear programming
(LP), where the the nonnegativity constraint Is

replaced by a semidefinite constraint on matrix
variables.

mnGeX  subjeccto ApeX=b (k=1..m}: X
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Weight function

Weights:
Coty if {kl} € P,
wri(or) = < eq(1 ﬁ:)f(ri,‘_,.ri:f ) if k=1<m,.
0 otherwise.

- a function of degrees of adjacent nodes.

It — -
fld.df) = S—"iJog(df +d).
-rf}-l —I—n'rx-

o tuning parameter.
c¢1.,¢c1: normalization coefficients.
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