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Overview

1. Inferring AS relationships using publicly 
available BGP paths
• views of ~400 ASes at Route Views and RIPE RIS

2. Inferring the influence of ASes based on their 
“customer cone”
• Traffic in your customer cone stays on‐net and is 
the most profitable (when it reaches you)

http://as‐rank.caida.org/
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Roadmap
• Objectives
• Methodology

– Definitions, assumptions, and caveats
– Algorithm
– Illustration

• Results
• Open Problems

– How NANOG can help!
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Objectives
• AS relationships determine how traffic flows 
through the Internet

• Having accurate AS relationships supports:
– Modeling infrastructure security and stability
– Analysis of BGP mis‐configuration
– Analysis of the influence of ASes on Internet 
routing using “customer cone”

• What is the absolute number of ASes a provider could 
charge traffic for?
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AS Relationships
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Definition – Customer Cones
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A’s customer cone: A, B, C, D, E, F
B’s customer cone: B, F
C’s customer cone: C, D



Customer Cone Computation (1)
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Customer Cone Computation (1)
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Customer cones for A:
• Recursive (5): A, B, C, D, E
• Observed (4): A, B, C, D 8



• AS relationships are complex: two ASes may have a 
c2p relationship in one location, but p2p elsewhere

• Use observed BGP paths to limit damage
– B‐C is inferred to be p2c, and B’s customer cone contains 
all of C’s customers (D, E, F, G, H)

– A will only contain C’s customers it learns from B (D+E).

Customer Cone Computation (2)
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Region Y: “Europe”
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• AS relationships are complex: two ASes may have a 
c2p relationship in one location, but p2p elsewhere

• Define customer cone based on provider/peer 
observed view of an AS
– A sees D and E as indirect customers via B, so B’s customer 
cone only includes D, E from C.

– Might suffer from limited visibility

Customer Cone Computation (3)
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Caveats
• AS Relationship ecosystem is complex

– Different relationships in different regions
– Can’t differentiate between paid‐peers and 
settlement‐free peers (financial difference, not 
routing)

• Don’t know about traffic
• Don’t have much visibility into peering
• BGP paths are messy (poisoning, leaking)
• NOT a clear metric of market power
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Existing AS‐relationship algorithms 
do not match ground truth very 

well.

So we developed a new one.
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Definition – Transit Degree
• Transit Degree (TD) : given set of BGP paths, the
number of ASes for which an AS provides transit
– A B C
– A B D
– A B E
– B F
– B G

• Useful first‐pass for ranking ASes:
– B transits traffic for 4 ASes (A, C, D, E) : TD of 4.
– B’s node degree is 4 + 2 = 6

B FA

C D

E G
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Assumption – Clique of ASes
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Clique: Tier‐1 ASes and their (possibly paid)
peers in a full mesh.  We cannot distinguish

paid and settlement free peers.



Assumptions
1. Full p2p mesh (clique) at top of hierarchy

• Otherwise Internet topology partitioned

2. A provider announces customer routes to its 
providers
• Main point of paying a provider

3. TDprovider > TDcustomer (mostly)
• Supported by our ground truth

4. AS topology graph is acyclic: no p2c cycle
• Supported by our ground truth
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High‐level Algorithm
• Infer clique and resulting p2p mesh
• Filter BGP paths (reserved ASes, poisoning)
• Break paths into AS triplets
• Visit ASes in order by largest transit degree

– Infer c2p if
• neighbour passes route to a provider, or
• neighbour is in clique and passes route to another clique AS

– 56.6% of graph / 99.8% PPV
– Additional steps in algorithm (next slides)

• All other links in graph are p2p
– 36.9% of graph / 98.5% PPV
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Inferring Relationships
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Inferring Relationships

3356 B7018 CA

OriginVantage Point



21
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Inferring Relationships
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Inferring Relationships
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Inferring Relationships
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Inferring Relationships
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Inferring Relationships from Triplets
Visit ASes in order of highest transit degree

33567018A
p2p???

3753791367

No inference made: A might
be a peer and 7018 might be
leaking.  Need to see a path
where provider is in front of its
customer.

33567018
p2p

p2c
3753791 B
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Infer B is a customer of
3356 because 3356 and 7018
are members of clique and
3356 advertises across clique.
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B
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Infer C is a customer of
B because B advertises
route to provider



Special Cases (6.5%)

1. VPs with no provider routes
2. Providers with smaller transit degree than 

customer
3. Customers for ASes with no providers (e.g. 

TransitRail)
4. Collapsing sequences of p2p links

28
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Ground Truth Summary
• CAIDA: 2,370

– 2010 – 2012 83% p2p
– Most submitted via web form, some via email

• RPSL: 6,065
– April 2012 100% p2c
– RIPE whois database, two‐way handshake

• BGP Communities: 39,838
– April 2012 59% p2c
– Dictionary of operator‐published community 
meanings assembled by Vasileios Giotsas (UCL)

• Overall: 47,881 GT relationships, 63% p2c, 37% p2p
– ~38% of the publicly available graph. 29



Validation (AS Relationships)
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p2c p2p
CAIDA 99.6% 98.4%
UCLA 99.0% 90.9%
Gao 84.7% 99.5%

Percentages are Positive Predictive Value (PPV).
Take home: difficult to be accurate at
inferring both types of relationships
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Help Wanted from NANOG
• What have we not thought of?
• How prevalent is paid‐peering?

– Is there any routing differences between a paid peer 
and a settlement‐free peer?

– Related: in what situations might a customer not be 
announced to its provider’s providers?

• How prevalent are complex relationships?
– What granularity is used for routing policies?

• Region?
• Prefix?

• More vantage points at Route Views and RIPE RIS
• Additional ground truth ‐‐ ideally submitted 
through http://as‐rank.caida.org/
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Backup Slides Follow
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Algorithm Details – Preparing BGP 
paths for input

• Filter paths with
– Reserved ASNs (23456, 61440‐65534, etc) 0.1%
– AS Loops (<0.1%)
– If any two Clique ASes are separated by another

• Assume leak or poisoning (0.01%)

– More than 5 ASes in the path (14.7% of paths)

• Remove IXP ASNs from paths
– Manually defined list of 25 ASes
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Background – Valid paths
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Definition – Strongly Connected Components

• Assumption: AS topology is hierarchical
– Therefore AS graph is a DAG

• Avoid creating a “Strongly Connected 
Component” of c2p links between ASes

c2p

c2p c2p

c2p 42



Inferring Clique
• Infer clique of ASes which includes Tier‐1 ASes

1. Apply Bron/Kerbosch 1973 algorithm to top 10 
ASes by transit degree.

2. Do not admit an AS to the clique if it appears to 
receive transit from other members of the clique

– Add additional ASes to the clique provided they 
do not break these rules

– Infer p2p between all members of the clique
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