Internet Outage Detection & Analysis
http:/lwww.caida.org/projects/ioda

Alberto Dainotti
alberto(@caida.org

Center for Applied Internet Data Analysis

University of California, San Diego

Ep 12 748 [/ 1
° : COMCAST SN D%}l%co%&;cfm UC San Dleg()



mailto:alberto@unina.it
http://www.caida.org/projects/ioda

FOCUS

Macroscopic Internet Outages

» lLarge-scale Internet connectivity disruption

i(f

(keywords: Internet “outage”, “black out”, “shutdown”, “kill-switch™)

* E.g, a connectivity black-out significantly affecting a large network
operator or a large geographical area

- Potential causes: natural disasters, cyber attacks, physical attacks

(terrorism, war, ...), bugs and misconfigurations, government orders, ...
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University of California San Diego




INTERNET OUTAGES

Public Safety
The Internet Is a critical infrastructure

Virtually every element of modern life is now dependent on cyber infrastructure. As a result, our Nation’s
economic and national security relies on the security of the assets and operations of critical communications
infrastructure. Past terrorist attacks and catastrophic natural disasters emphasized the need to focus our national
attention on protecting the Nation’s critical infrastructure and making it more resilient. Moving forward, it is

While the Communications Sector has few significant dependencies, other critical infrastructure sectors are
dependent on the Communications Sector. As such, the Communications Sector is one of the few sectors that can
affect all other sectors. At a minimum, each sector depends on services from the Communications Sector to
support its operations and associated day-to-day communication needs for corporate and organizational networks
and services (e.g., Internet connectivity, voice services, and video teleconferencing capabilities). Some sectors
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INTERNET OUTAGES

Financial and reputational costs
Services are meant to be always on

5-minute outage costs Google $545,000
In revenue

DYLAN TWENEY @DYLAN20 AUGUST 16, 2013 4:06 PM

Cody

@JoMasta ¥ Follow ° ’
Comcast outage in Seattle. City basically shutting down. HOW MuCh Wlll TOday S

9:38 AM - 9 Apr 2015

S Internet Outage Cost?

Some companies lose tens of thousands of dollars for every minute of a
DDoS attack.

Center for Applied Internet Data Analysis ADRIENNE LAFRANCE | OCT 21, 2016 m
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INTERNET OUTAGES

why so relevant?

HOME » NEWS » WORLD NEWS » AFRICA AND INDIAN OCEAN » EGYPT

Human Rights
e How Egypt shut down the internet

censorship and polrtical violence
Virtually all internet access in Egypt is cut off today as the gc

to contain the street protests that threaten to topple Preside:
Mubarak.

BN Foyptian Internet
I Traffic Returns

After a week long Internet outage starting on January 27, Egyptian
Internet traffic returned to near normal levels today (February 2) at
5:00am EST. All major Egyptian Internet web sites now appear
reachable again.

e 2K @ Email

Libya Pulls the Plug

At 7:15 PM EST on February 18, Libya abruptly
disconnected from the Internet. Data from 30
Internet providers around the world shows
Internet traffic in and out of Libya throughout the
day Friday, including an earlier disruption in the
morning and late afternoon.
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February 18, 2011
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Rl 2o >an Diego Police fire tear gas towards protesters in Suez, Egypt Photo: AFP/GETTY




INTERNET OUTAGES

Human Rights
censorship and polrtical violence
QUARTZ

#KEEPITON

More African governments blocked the
internet to silence dissentin 2016

Center for
B ‘ Technology Innovation

at BROOKINGS

| Internet shutdowns cost countries
_ 3\\ Center for Applied Internet Data Analysis $24 billion last year
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INTERNET OUTAGES

50 what's the problem?

There is lack of understanding of when, how often,
why, how large Internet outages happen

There is lack of a general rigorous framework to
obtain empirical data about - and to characterize -
these events

Center for Applied Internet Data Analysis
University of California San Diego



IODA PROJECT

100Q Bio Sketch

Started in Sep. 2012 with an NSF award from a @ ;
program to Transition to Practice Cybersecurity 3
research

Funding also provided by DHS S&T

* Goal: prototype an operational capability to monrtor the Internet
24/7 to detect and analyze Internet blackouts affecting large
networks / geographical areas

* Project Website: http://www.caida.org/projects/ioda
e Experimental service: hitps://ioda.caida.org

Center for Applied Internet Data Analysis
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BEFORE [ODA

methodologies used for post-event manual analysis

e Country-level Internet Blackouts
during the Arab Spring

EGYPT, JAN 201 1
GOVERNMENT ORDERS
TO SHUT DOWN THE
INTERNET

Dainotti et al. “Analysis of Country-wide
Internet Outages Caused by Censorship”
ACM Internet Measurement Conference 201 |

e Natural disasters affecting
the infrastructure 2

JAPAN, MAR 201 1
EARTHRUAKE OF
MAGNITUDE 9.0

Dainotti et al. "Extracting Benefit from
Harm: Using Malware Pollution to Analyze
the Impact of Political and Geophysical

Events on the Internet”
ACM SIGCOMM CCR 2012
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OUR METHODOLOGY

combining various types of measurements

*multiple types of sources for inference
- Routing Plane [BGP]
- Data Plane

- Active probing
- Passive traffic analysis [IBR]

*meta-data to extract liveness signals for various aggregations
(e.g., countries, ASNs)
*visualize and compare sighals

Center for Applied Internet Data Analysis
University of California San Diego



IBR

‘Extracting benefit from harm..”

e Use Internet Background Radiation (IBR), mostly generated by
malware-infected hosts as a “signal”

-
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* INFECTED HOST
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1
1 THE INTERNET

UCSD NETWORK TELESCOPE
DARKNET XXX.0.0.0/8
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BGP

(
Monitoring Global Internet Routing “B_é(': JJ

Operational
Router / Monitor

* BGP measurement projects establish peering session

with ASes to recelve thelir routing tables Internet 3 Mul-hop BGF
(no exchange of other traffic)
* RouteViews (Univ. Oregon): 3/ peers Operatonal Router _/.e-hOp Birutsnon
B IRERISNRIPE NCC): 508 peers 1.E prgr
W NCC b:/lwww.routeviews.org

https://Iwww.ripe.net/data-tools/stats/ris
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TELESCOPE + BGP

Complementarity
Libya
e Contrasting telescope traffic with e :

BGP measurements revealed a mix,
of blocking techniques that was :
not publicized by others

* [he second Libyan outage involved
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BEFORE [ODA

bost-event manual analysi

EGYPT, JAN 201 1
GOVERNMENT ORDERS
TO SHUT DOWN THE
INTERNET

Dainotti et al. "Analysis of Country-wide Internet Outages
Caused by Censorship” ACM Internet Measurement

Conference 201/
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|[ODA GOALS

applied research

IC0Q
automated QQQ

near-realtime
detection

24/7 monitoring m

whole Internet

in few minutes

AW
il

i Center for Applied Internet Data Analysis
University of California San Diego




|[ODA CHALLENGES

Why this is a tough problem

e refine/extend inference methodologies

e automate Iinference methodologies

e complex data

* noisy data

*big data

* heterogeneous data

o velocity

* |ack of tools

e distributed system

e visualization for dashboards and data exploration
* |ots of infrastructure to maintain/operate
o

e all with relatively few money/people/time..

Center for Applied Internet Data Analysis
University of California San Diego
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[ODA FIRST YEARS

documenting events on our blog
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[ODA FIRST YEARS

documenting events on our blog
Time Warner Cable outage 27th August 2014

3k 300

2k | 200
1k had b M o caiia | B e NS e e g » , 100
0k 4 0
6am 7am 8am 9am 10am 1lam 12pm 1pm 2pm 3pm 4pm
Time (UTC)

" BGP > Global Prefix Visibility > Autonomous System Number (ASN) > 3456 > # IPv4 Prefixes (y1

I BGP > Global Prefix Visibility > Autonomous System Number (ASN) > 7843 > # IPv4 Prefixes (y1)
1/23 VY

August 27 2014 5:13am - August 27 2014 4:39pm

Center for Applied Internet Data Analysis
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[ODA FIRST YEARS

documenting events on our blog

Time Warner Cable outage 27th August 2014

Reset zoom

2k 200
1k 100
Ok \ J \J v \J \J v - A J \J \J \J \J v v - L4 - v v \J 0
9:15am 9:20am 9:25am 9:30am 9:35am 9:40am 9:45am 9:50am
Time (UTC)

" BGP > Global Prefix Visibility > Autonomous System Number (ASN) > 3456 > # IPv4 Prefixes (y1)

I BGP > Global Prefix Visibility > Autonomous System Number (ASN) > 7843 > # IPv4 Prefixes (y1)
1/23 VY
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[ODA AFTER 2 YEARS

live Internet monitoring

| possible for anybody to
follow the North
Korean disconnection
almost live

enter for Applied Internet Data Analysis
2> University of California San Diego

calla

" In 2014 we made it |

: " CAIDA @caidaorg * Dec 23
Follow outages in #NorthKorealnternet
in almost real-time (30min delay)

at charthouse.caida.org/public/kp-outa...

4pm

Dec 212014 — Now Y
Visible BGP Prefixes
22. Dec 8am 4pm 23. Dec 8am 4pm
4 View more photos and videos

https://ioda.caida.org/public/kp-outage

%8
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IODA AFTER 4 YEARS (TODAY)

ive detection and monitoring

Dashboard Explorer Alert Feed Project Info Acknowledgements Loggedin as
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Measurement
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high-level system view
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