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Need: Why does spoofing matter?
• Attacker sends packet with spoofed source IP address 

• Receiver cannot always know if packet’s source IP is authentic
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Existing “solutions”
• BCP38: Network ingress filtering: defeating denial of 

service attacks which employ IP Source Address Spoofing 

- https://tools.ietf.org/html/bcp38 (May 2000) 

• BCP84: Ingress filtering for multi-homed networks 

- https://tools.ietf.org/html/bcp84 (March 2004) 

• Not always straightforward to deploy “source address 
validation” (SAV): BCP84 provides advice how to deploy.
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Tragedy of the Commons
• Deploying source address validation is primarily for the benefit of 

other networks 

• Incentive not clear for some networks 

- majority of networks do seem to deploy filtering 

- filtering gives an operator moral high-ground to pressure other 
networks to deploy, which does benefit the operator 

- “Cyber Insurance” takes into account security 
practice of the network: QuadMetrics.com 

• ISOC RoutingManifesto.org: Mutually Agreed 
Norms for Routing Security (MANRS)
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http://quadmetrics.com
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Which networks deploy filtering?
• No public data that allows a network to show that they have 

(or have not) deployed filtering 

• OpenResolverProject: allows detection of which networks have 
not deployed filtering based on DNS request forwarding 

- requires a buggy open resolver 

- public reporting at network and AS level 

• MIT/CMAND Spoofer Project: aggregated statistics of spoofability 
based on crowd-sourced tests 

- user had to manually run tests 

- no public reporting at network or AS level
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Spoofer: Client/Server Architecture

Client Spoofer  
Server

Database

TCP control connection

CAIDA Ark Vantage Points

Spoofed 
packets



Spoofer: Client/Server Overview
• Client tests ability to spoof packets of different types 

- Routed and Private 
- IPv4 and IPv6 

• traceroute to infer forward path to destinations 

• tracefilter to infer first location of filtering in a path 
(traceroute but with spoofed packets) 

• Filtering prefix granularity: how many addresses in the 
same network prefix can be spoofed?
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Spoofer: New Features
• Client/Server system provides new useful features 

- by default publish anonymized results, and  
by default share unanonymized results for remediation 

- Runs in background, automatically testing new networks the 
host is attached to, once per week, IPv4 and IPv6 

- GUI to browse test results from your host, and schedule tests 

- Speed improvements through parallelized probing
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Spoofer: New Features

https://spoofer.caida.org/as_stats.php

• Reporting Engine publicly shows outcomes of sharable tests 

- Allows users to select outcomes 

• per country: which networks in a country need attention? 

• per ASN: which subnets need attention? 

• per provider: which of my BGP customers can spoof? 

- What address space does an AS announce, or could act as transit for?  
Is that address space stable? 

• Useful for deploying ACLs
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Spoofer Client GUI
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Client/Server Deployment

12

Since releasing new client in May 2016, huge jump in  tests (yellow line) 

Benefit of system running in background
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Able to break down by country, perhaps  
useful for regional CERTs. 

In this case US-CERT

Reporting Engine: Recent Tests



Reporting Engine: Recent Tests
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NATs behave differently:
Some may block spoofed traffic

Some uselessly rewrite
Some do not rewrite and pass spoofed packets



Reporting Engine: Recent Tests
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Some networks may have deployed IPv4 filtering, 
but forgotten to deploy IPv6 filtering



Notifications and Remediation
• Currently, we (Matthew) send (semi-automated) notifications to abuse 

contacts of prefixes from which we received a spoofed packet.
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Successful filtering deployment: 
weekly tests show spoofed 
packets are now blocked. 

Thanks, Compass.

• remediation rate: 1/5 ASes in majority native English-speaking 
• 1/6 for rest



17https://spoofer.caida.org/remedy.php

Growing evidence of remediation



Other Remediation Strategies
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ACLs are the “best fit ... when the configuration is not too 
dynamic, .. if the number of used prefixes is low”. - BCP84

https://spoofer.caida.org/prefixes.php?asn=9876

[Webpages by Stuart Thomson, Waikato]

https://spoofer.caida.org/provider.php



Practicality of Ingress Access Lists
ACLs are “the most bulletproof solution when done properly”, and the “best fit ... when the 

configuration is not too dynamic, .. if the number of used prefixes is low”. - BCP84

During 2015, ~5% and ~3% of ASes announced different IPv4 and IPv6                   
address space month-to-month, respectively.
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Data Source: Routeviews and RIPE RIS data
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Practicality of Ingress Access Lists
ACLs are the “best fit ... when the configuration is not too dynamic,                            

.. if the number of used prefixes is low”. - BCP84

In August 2016, 86.9% of stub ASes would require an IPv4 ACL of no 
more than 4 prefixes. More than half of IPv4 ACLs defined in January 

2012 would be the same today.
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Data Source: Routeviews and RIPE RIS data

August 2016:
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Other Remediation Strategies
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• Enhanced data access to authorities 
• All tests in given country, network (unanonymized) 

• Language translation of notifications 
• Not in current DHS contract 
• ICANN helping with translation of notification language 

• Region-specific emails to operator mailing lists 
• Have presented to NANOG, NZNOG, AusNOG meetings 
• Private notifications to all observably spoofing networks 
• Next step: hall of shame/fame



Should I install the client?
• Yes! 

• Room full of laptops and people who travel (use different networks).  
Great opportunity to collect new users and grow visibility of filtering 
deployment practice 

• What about NAT? 

- Roughly 35% of test results that showed spoof-ability were 
conducted from behind a NAT
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https://spoofer.caida.org/

spoofer-info@caida.org

mailto:spoofer-info@caida.org?subject=
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k claffy 
CAIDA/UCSD 
kc@caida.org 
858-534-8333 
twitter:@caidaorg 



THANK YOU!

(Software Systems to Survey Spoofing 
Susceptibility) 
(kc | UCSD | spoofer-info@caida.org )

This technology has been funded by DHS S&T Cyber Security Division.   
For more information, contact SandT-Cyber-Liaison@hq.dhs.gov

mailto:spoofer-info@caida.org
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