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BGP hijack and anycast detection
""" "

Credits: renesys

Traceroute Path 1: from Guadalajara, Mexico to Washington, D.C. via Belarus

- |P anycast

* Syntactically equivalent to a
BGP hijack in the BGP lingo [1,2,3]

* Only difference: router authorized
to advertise the prefix or not erenesys

*  We could use iGreedy [AIMS’15, Infocom’15, CoNext’15]
* BGP hijack detection via latency measurement analysis

Minsk,

Reactive scan on BGP announces <_ Proactive Internet-wide scan
* Analyse BGP feed (eg BGPstream) *Scan all /24 prefixes every minute

and issue analysis on suspicios (or an IPv4 subset with opt-in/opt-out)
Problem Problem

* BGP Hijacks are of short duration *Over 100x faster than current speed

« Control plane information may (but detection easier than geolocation)

arrive late at some monitor *More challenging, hence more fun!
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Software available at
http://goo.gl/7ESrCR




iGreedy SW overview

/igreedy -m 204.79.197.215
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Note: Anycast broject available at
http://www.telecom-paristech.fr/~drossi/anycast
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Anycast: scale up to a census

Background:
[AIMS’15,CoNext’15]

Luckily we V Published
have a hitlist! dataset
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Publishable dataset
V(in the interactive

demo, right now)

O ~ 300 VPs, 40 country, 180 AS
L 95% VPs finish in less than 5 hours
O ~ 6GB per census (~ 20MB per host)

O Analysis in 3 hours

Enumerate Geolocate ‘
Solve MIS Classification '

O(103) Anycast /24
etection

8.254.13.06/24
86.111.216.0/24
8.8.4.0/24
8.8.8.0/24
91.151.23.0/24
093.184.215.6/24
93.184.216.0/24
093.184.219.6/24
03.184.220.0/24
"vantage point": {
"id": "ple3.ipve.lip6.fr",
"latitude": 48.8473,
"longitude™: 2.35749,
"radius": 356.989703276315

1,

"marker": {
"city": "Paris",
"code_country": "FR",
"id": "PAR",
"latitude": 49.0127983093,
"longitude™: 2.5499999523

3

Enumeration/Geolocation



Anycast: top 50 anycast deployements

#Replicas

1 CLOUDFLAH‘.ENET
2 ISC-A

3 HUHHlf:ANE us

4 CDONETWORKSUS-
FACEBOOK.US
COMMUNITVDNS,

Background:
[AIMS’15,CoNext’15]

#IPs/24 Open ports Alexa rank Caida rank
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Demo overview

€ | @ perso.telecom-paristech.fr/~cicalese/pmwiki/uploz mo/demo. html

Anycast geolocation
More information about this project
Target: |0.0.0.0 All anycast deployment(loading...)
Visualization ¥| ¥ Clustering ¥ Heatmap
GT ¥ Hit ' Probes "' Circles

Number of instances: 11601
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Anycast: monthly Census
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Refinement of the O(103) Anycast /24

? How could it b
d PlanetLab ~ 300 VPs, 40 country, 180 AS ® exported?

J Ripe ~500 VPs, 115 country, 320 AS

 ~ 6GB per census (~ 20MB per host)

C Ongoing

O(103) Anycast /24
Detection

[ ﬁ

8.254.13.0/24
86.111.216.0/24
8.8.4.0/24
8.8.8.0/24
91.151.23.0/24
93.184.215.0/24
93.184.216.0/24
93.184.219.0/24
93.184.220.0/24

"vantage point": {
"id": "ple3.ipve.lip6.fr",
"latitude": 48.8473,
"longitude™: 2.35749,
"radius": 356.989703276315

1,

"marker": {
"city": "Paris",
"code_country":
"id": "PAR",
"latitude": 49.0127983093,
"longitude™: 2.5499999523

3

"FR",

Enumeration/Geolocation




Anycast: continuos census & BGP hijack

Next Step

/ Proactive mode
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Clustering: 10X Space

" Reason: @ L S
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- Less amount of data
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" Centroid-based clustering: P
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= 50 VPs per cluster
- ~75% detection accuracy
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