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The ICSI Haystack

A Platform for Hybrid Mobile
Measurements in the Wild



How much do we know about the mobile
ecosystem?
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The ideal mobile measurements platform:

Real-world operation
Comprehensiveness

Local operation

arge scale




The ICSI Haystack

A user-centric, and on-device
measurements platform that intercepts
and studies network traffic and app
activity in user space




Max throughput: ~55 Mbps
Extra latency < 1-4 ms
Battery overhead: 2-9 %
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A easy-to-deploy tool for mobile users!
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The user engagement challenge
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Keep your private information
under control!

Monitoring State: Active

© 2015 International Computer Science Institute, Berkeley (ICSI)
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Traffic Summary

20054 total connection(s)
949 unique IP addresses
Total traffic volume: 182MB
Traffic volume over WiFi: 140MB [77.2%)
Traffic volume over Cellular: 41MB [22.9%]
Last session recorded: 10/17/2015 17:31:48
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Technical details and performance evaluation:
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Ongoing and Future
Research Directions



We are [mostly] in the dark about how mobile apps
behave in ANY network!

NZ-ISE TO SIGNAL

RobCottingham.com

“| love working for the NSA, but if I'd wanted to snoop on people’s most
intimate information, I'd have become an app developer!”

http://www.robcottingham.ca/



Who do apps talk to, what do they talk about,
and how?
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Provides DP| and generates accurate behavioral signatures

New-generation analytics and ad networks use TLS!

Allows users to stay in control of their traffic
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Performance evaluation: Real-world DNS
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Haystack

Can measure contextualized “real-world” traffic performance

Enables reactive measurements [Allman+Paxson, PAM 2008]
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Community feedback:

 What are your reactions both as users and researchers”?

. OwW can we improve app usability and mobile transparency?

 What are the most challenging, worrying and urging aspects
of mobile systems?

Visit: www.haystack.com
ICSI HayStaCk About Features Pa , ": FAQ

Beta release available on:
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