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TU  Wien  Network  Security  Classes
• Two  Security  Courses  for  Master  students  (EE,  some  CS)

– Theory  Lectures  (6  x  90  min)  è written  exam
– Lab  Exercises  (6  x180  min),  Teams  of  2  è Report
– Lab  Review  (oral  exam)

• 1.  Network  Security
– Lab:  IP  Darkspace Analysis
– Data:  CAIDA  IP  darkspace data

• 2.  Network  Security  Advanced
– Lab:  Network  Steganography
– Data:  Modified  MAWI  Dataset  (WIDE)

• Winter  School:  1  week  compressed  content
– Telecommunications  Graduate  Initiative  (TGI),  Ireland,  
2016
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Educational  Objectives
• Research-­oriented  teaching  concept
– Include  current  research  in  the  classroom

• Class  objectives:
– Familiarize  students  with  network  data  analysis  
methods

– Provide  students  in-­depth  understanding  of  
TCP/IP  flow  behavior

– Deepen  students'  network  security  knowledge
– Enable  students'  general  scientific  work  skills
– Increase  exploratory  and  forensics  analysis  skill
– Awaken  the  scientist  in  each  student
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Lab1  (NetSec):  IP  Darkspace Analysis
• CAIDA  IP  Darkspace Data  (Telescope  Data)
– Each  Team  gets  different  set  of  IP  darkspace data
– Students  required  to  use  recommended  tools

• Exercises
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Identifying  Backscatter
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Data  Analysis  (Examples  from  Reports)
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Lab  2  (NetSec Advanced):  Network  Steganography

• Find  hidden  communication  (timing,  TCP/IP  header)
– Manipulated  MAWI  pcap file
– Own  tool  to  insert  covert  channels
– Plain  and  encrypted  covert  messages
– Each  team  different  covert  channels

• Establish  own  cover  channel
• Exercises  embedded  in  a  story.  
“The  Ministry  of  Cyber  Affairs  suspects  that  some  data  leakage  has
occurred…  Find  the  covert  channel  in  the  pcap and  identify  the  sender.

• Free  choice  of  tools
• Hidden  “easter eggs”  è bonus  points
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Exercises
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1. Capture  and  analyze  traffic  (warmup)  
2. Analyze  pcap with  (encrypted)  covert  channel
3. Establish  own  covert  channel
-­ Goal:  send  commands  to  remote  machine
-­ need  indirect  attack  via  servers  to  traverse  firewall
-­ send  SYN  with  spoofed  sIP,  hide  covert  message  in  TCP  ISN

Manipulated  MAWI  pcap

Firewall  blocks
incoming  SYN



Identifying  Potential  Sources  of  Hidden  Communication

• Number  of  packets
• Number  of  states
• Multimodality  Estimation
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3  suspicious  sources
multimodality  >1,
enough  packets,  
24,  2  and  24  symbols

Iglesias,  Annessi,  Zseby:  "DAT  detectors:  uncovering  TCP/IP  covert  channels  by  descriptive  analytics";;  
Security  And  Communication  Networks,  9 (2016),  15;;  3011  -­ 3029.



Searching  for  Hidden  Communication  (Examples)
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Timing Source  Port

“Data acquired! For security reasons, next 
message will be encrypted. Key: WeOwnTheMinistry”

“Tom to Jerry: Starting transmission from 
Ministry of Cyber Affairs”

Decoding  the  Messages  (required  some  hints):

è 110001101100…. è 16743  26996  25971  …



“Paranoia  Mode”
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Student  Feedback
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what did you enjoy most?
“labs were fun and engaging ”
“the moments: when you successfully finish an exercise”

What could be improved?
“tool-tutorials before the class ”
“more free exploration exercises”
“more exercises!; to be honest, I could have done another three 
exercises, it was fun!”

[feedback  provided  by  14  students]



(Some)  Lessons  Learned
• Working  with  real  measurement  data

– Boosts  motivation
– Triggers  research  spirit
– Encourages  to  check  theory  vs. reality
– Teaches  responsible  handling  of  data
– Unique  data  set  per  team  è cheating  detection

• Challenges
– Data  constraints  (use  agreement,  working  in  lab)
– Unexpected  effects  è need  to  check  data  before

• Enforce  pre-­requisites
• Form  heterogeneous  teams
• Introduce  variety  of  tools,  then  allow  free  choice
• “Keep  it  Fun!”  (story,  easter eggs)
• Future:  BGP,  Smart  Grids
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Future:  Smart  Grid  Data
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FUSE:  Future  Self-­Organizing  Energy  Networks;;  Testbed
Xypolytou,  Fabini,  Gawlik,  Zseby:  "The  FUSE  testbed:  establishing  a  microgrid  for  smart  grid  security  experiments";;  E&I  
Elektrotechnik und  Informationstechnik,  2017,  1  -­ 6.



Available  Material
• IP  Darkspace Data  è available  at  CAIDA
http://www.caida.org/data/passive/telescope-­educational_dataset.xml

• MAWI  Data:  http://mawi.wide.ad.jp/mawi/

• Teaching  material  è available  to  other  teachers
– Exercise  Sheets
– Solver  scripts
– Report  templates
– Evaluation  and  Grading  Scheme
http://www.tc.tuwien.ac.at/netsec-­lab
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Zseby,  Iglesias,  Bernhardt,  Frkat,  Annessi:   "A  Network  Steganography  Lab  on  Detecting  
TCP/IP  Covert  Channels";;  IEEE  Transactions  on  Education,  59 (2016),  3;;  224  -­ 232.

Zseby,  Iglesias,  King,  Claffy:  "Teaching  Network  Security  With  IP  Darkspace  Data";;  
IEEE  Transactions  on  Education,  59 (2015),  1;;  1  -­ 7.



Thank  you!
tanja.zseby@tuwien.ac.at


