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characterization & security

* PiIngER:

— 7 years of data, > 100 countries, ~35 monitoring
sites, ~550 remote sites, lightweight, good for
developing countries

— pings every 30 mins growing number of sce-dest
pairs (~3700 currently)

— Monitor site collects 0.5MB/pair/month
— Two archives: SLAC & FNAL

« Gather data from monitor sites at regular intervals
« Kept in flat files at SLAC

» Adding to Oracle database for recent data, and web
services access following NMWG schemata e.g.

— path.delay.roundTrip ms (min/avg/max + RTTs),
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[EPM-BW VZs

. Measurements for hi-perf paths with multi & single-stream
iperf, bbcp, bbftp, GridF TP, ping

« Ten monitoring sites, ~60 remote hosts (9 countries)

 Measurements ~ 90 mins intervals, ~ 10-20 s per
measurement

» Kept in flat files on monitor host, no regular central gathering
* Network intensive, requires scheduling
« Also available via web services with Oracle back-end, e.g.

Characteristic Toolname
path.bandwidth.achievable. TCP iperf

path.bandwidth.achievable. TCP.multiStream | Iperf,bbftp, bbcp,
GridFTP

— Used by MonALISA (so WSDL changes need coordination)



EPM-LITE

* Currently about 40 sites, expect to expand

 ABWE measurements every 3 mins
— Provides capacity, X-traffic, available bandwidth, RTT

* Traceroutes every 10 mins

* Network low impact (ABWE 20 packets / direction), no
scheduling needed

« Kept in flat files, also web services, e.qg.

— | Characteristic Toolname
path.bandwidth.capacity ABwWE
path.bandwidth.utilization ABwWE

— Working (with Warren Matthews/GATech/I2) on defining /
providing access to traceroutes for AMP & IEPM-LITE 4
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Data types £ iim
« Raw measurements
— Maybe saved in flat files or in an SQL dB

— Flexibility in querying vs. speed of access
Analyzed data

* Plots, Tables
— Some on demand (CGl scripts) in particular PingER

« Takes longer to get information for user

— Others generated daily and saved (IEPM-BW & LITE)

» Faster access for user, but more storage

« Data kept in network file systems (AFS/NFS)
— Allow access from monitor host
— Web servers
— Can be reliability problems
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Blg analyses (e.g. 7 years of PIngER RTT &
Loss data)

— Tar and zip data and FTP (few requests/year)

* Recent data (e.g. for Grid application steering)

— Web services (MonALISA for IEPM-BW)

— Currently real-time PingER data not available, i.e.
one day old, we are working on this with NIIT

* Intermediate term available from web pages in
TSV format for Excel etc., easily automated
— PingER: roughly 40 hits/day

* PingER data NOT anonymized, IEPM host
name hidden (network name visible) 6



Challenges 1/2 m

. Keeplng remote sites accessible (port/protocol
blocking, hardware failures, changes in address
or name or hardware ...)

— Result in holes in the data, or new host/site
replacing old

» Collecting data from monitoring hosts

* Recovering “lost” data and rippling it back into
the analysis chain.

« WSDL

— Complexity, steep learning curve, tools currently
limited
— Schema definition stability inhibits deployment
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. Runnlng continuous measurements, collectlng
data etc. is hard
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nternet End-to-end
marice Manitoring

— http://www-iepm.slac.stanford.edu/pinger/
* |[EPM
— http://www-iepm.slac.stanford.edu/bw/

* Web services access to IEPM & PingER

— http:www-iepm.slac.stanford.edu/tools/web_services/

« Example SOAP client for IEPM-BW

— www-iepm.slac.stanford.edu/tools/soap/IEPM client.html



http://www-iepm.slac.stanford.edu/pinger/
http://www-iepm.slac.stanford.edu/pinger/
http://www-iepm.slac.stanford.edu/bw/
http://www-iepm.slac.stanford.edu/tools/soap/IEPM_client.html

Access mechanisms

STAMFORD LINEAR ACCELERATOR CEMNTER
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Web Services

e See http://Www-iepm.slac.stanford.edu/tools/web services/
« Working for: RTT, loss, capacity, available bandwidth, achievable throughput
* No schema defined for traceroute (hop-list)
« PingER
— Definition WSDL
— http://www-iepm.slac.stanford.edu/tools/soap/wsdl/PINGER profile.wsdl

« path.delay.roundTrip ms (min/avg/max + RTTSs),

« path.loss.roundTrip

. IPDV(ms),

» <definitions name="PINGER" targetNamespace="http://www-
iepm.slac.stanford.edu/tools/soap/wsdl/PINGER _profile.wsd|">

« <message name="GetPathDelayRoundTripInput">

« <part name="startTime" type="xsd:string"/>

« <part name="endTime" type="xsd:string"/>

« <part name="destination" type="xsd:string"/>

* </message>

» Also dups, out of order, IPDV, TCP thru estimate
Require to provide packet size, units, timestamp, sce, dst

— path.bandwidth.available, path.bandwidth.utilized, path.bandwidth.capacity
« Mainly for recent data, need to make real time data accessible
« Used by MonALISA so need coordination to change definitions 1

IEPM



http://www-iepm.slac.stanford.edu/tools/web_services/
http://www-iepm.slac.stanford.edu/tools/soap/wsdl/PINGER_profile.wsdl
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- Perl access to PingER

#ts/usr/localsbins/perl -w
use S0AP::Lite;

use Data: :Dumper;

my $startDate = "2004-05-18";
my $endDate = "2004-05-19";
my $destination = "fnal.fnal.gov";

my $measurement = SO0AP::Lite
->service('http: /7www-iepm.slac.stanford.edus/tcols/scap/wsdl /PINGER_profile.wsdl’)
->GetPathDelayRoundTrip({($startDate, $endDate, $destination);

print Dumper ($measurement);

Bxit;

12
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=7uml version="1.0" encoding="UTF-8" 7=

- =definitions name="PINGER" targetMamespace="http:/ /vrww-
iepm.slac.stanford.edu/ftools/soap /wsdl /PINGER_profile.wsdl" xmins="http://schemas.xmlsoap.org/wsdl/"
¥mins: soap="http:/ fschemas.xmlsoap.org/wsdl/soap/" =mins: tns="PINGER"
smins: xsd="http:/ /www.w3.org/2001 /XMLSchema" smins:zsd1="http:/ /vrwiv-
iepm.slac.stanford.edu/tools fsoap /wsdl/response_Jan2004/nm_root.xsd">

- <message name="GetPathDelayRoundTripInput"=
<part name="startTime" type="usd:string" />
<part name="endTime" type="xsd:string" />
<part name="destination" type="xsd:string" />
</messagex
- zmessage name="GetPathDelayRoundTripOutput":>
<part name="networkMeasurementSet" type="«sd1:networkMeasurementSet" />
</messagex>
- zportType name="PINGERPortType":>
- <operation name="GetPathDelayRoundTrip"=
<input message="tns:GetPathDelayRoundTripInput" /=
<output message="tns:GetPathDelayRoundTripOutput" /=
=/operation=
</portType=
- <hinding name="PINGERBinding" type="xmlns:PINGERPortType":>
«<soap: binding style="rpc" transport="http://schemas.xmlsoap.org/soap/http" /=
- <operation name="GetPathDelayRoundTrip"=
<soap:operation soapaAction="urn:PINGER# GetPathDelayRoundTrip" /=
- <input=
<soap:body encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" use="encoded"
namespace="urn:PINGER" /=
<finput>
- output=
<soap:body encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" use="encoded"
namespace="urn:PINGER" /=
< foutputs
=/operation=
</binding=
- zzervice name="PINGER"=
zdocumentation=8LAC PINGER Web Services=/documentation:
- <port name="PINGERPort" binding="PINGER:PINGERBinding"=>
<soap: address location="http:/ fvmww-iepm.slac.stanford.edufcqgi-wrap/pinger.cqgi' /=
=/port=
< /services 13
= /definitions=
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Output from script

i binspinger_wsdl.pl

networkMeasurementSet” =x {
"networkMeasurement” =k o .
"characteristic’ =* "path.delav.coundTrip®,
"methodologu® => L
'paransterSet” =k 4 .
'packetSizeParam' => '195',
"packet TupeParam” :i :%EUP .

"numPacketsFarcamn’
tool' =k L ’ .
"name" =¥ "'ping"
. i
faubject® =k { i .
fdestination® => {
faddress" = {
"host® => "131.225,111.1",
fuersion® = "4°
"name" = 'Fnai.Fnal.gnu'
"fsource’ = !
faddress” =k L
thost' =@ "134,79.248.38°,
fuersion® =k "4°

"name" =3 'plnger.ilac.Etanfnrd.edu'

1
fresultst =k 4
fresultSet” =k L
'mean' =x "E1.19"
rrecy LEBAIFT =r L
"time stamg' = "1E24928462°,

) *dela 8, 225"
rrecy ltBEEzet =r L
"time stamg' = "1p249148[@1°,
) *dela Ea, 217"
*recy ltAB4E" =3 L7
"time Etamg' = "1p24242861°,
; rdela 8, 743°

fresuy ltABIE" =3 {
mestam foor o t1@s49saz2E2" ,
lay® =x "E@.212"

Lot
W —

1
fresu ltAB4E" =3 L
tlmestam Fo=x "1834944684 ",

fdelaw® =» "El1.4681"

2}
fresy ltARIIT =3 L
tlmestam o= "1eg493z0E1",
N fdelaw® => "GQ.4B85"
fresu ltARdTr =k L
'tlmestam o=y t1Egd9464E3°,
‘delaw® = "G1,289°

:"F
Tman’ =k "B9, 1457,
foountt o=k f2@T
min' =: 'c@,1g5e,
resultBBBl' =x 1 .
"timestamp" = "183438583602",
"delay"” =x "E1.19"



ra
IEPM

Internet End-to-end
Performance Meonitoring

Perl AMP traceroute

STAMFORD LINEAR ACCELERATOR CEMNTER

g1/ u2r/ local/bin/perl

use 204AP::Lite;
usze Data: :Dumper:

my 3recuest = [ methodology => { tool => { nawme => "traceroute™, }, 1,
subject => { source =» { address => { namwme => "TMONTALNL", }, I,
destination => { address => { name => "GATECH"™, }, I,
type => "IPw4™, 1,
startTime => "nouw™,

1:

my SwebhService = SOAP::Lite
-> uri('http:/ famp.nlanr.net/LTR' )
-> proxy('http:/ famp.nlanr.net/active/cgi-bin/ AtrSoapServer.ocgi')
- NetworkMeasurementRequest (hErequest)
-> result;

gprint jweblervice->{wversion}, " n":
print Dumper (§webh3erwvice) ;
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AMP traceroute output

STAMNFORD LINEAR ACCELERATOR CEMNTER P‘erformg‘nceMonHeri‘ﬁg
bin/traceroute_wsdl.pl
$VAR1 =
"message’ => 'Measurement done.’,
'networkMeasurement’ => {
*characteristic® => 7',
‘subject®' => {2},
'results’ => {
'resultSet’ => {

"result’ => {
=)

route’ =
198.167. 158, 12 198.187.144.2 198.32.8.580 198.32.8.1

'153,90. 170,254 153,990.8. 100 198.48.9 1 8.
99.77.194.41 199.77.194.14 °,

1.
4 198.32.8.80 198.32.8.78 199.77.193.9

2
1

‘count® =>

3
}
‘version®' => ’2@@4—@2—2?—bante—NM—HG—RequestSchemaZ’

-, — -,-'.-\.I -
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Intermediate term

dCCEeSS

* Provide access to analyzed data in tables via
tsv format download from web pages.

nternet End-to-end
Performance Meonitoring

!
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Bulk Data (o

. For Iong term detailed data, we tar and zip the
data on demand. Mainly for PingER data.
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