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Problem FormulationProblem Formulation

•• Evaluating network protocols and mechanisms Evaluating network protocols and mechanisms 
requires careful experimentationrequires careful experimentation

•• A critical element of these experiments is the traffic A critical element of these experiments is the traffic 
workloadworkload

–– What is a What is a realisticrealistic workload?workload?

•• Given a packet header trace Given a packet header trace TT, extract a set of , extract a set of 
features that describes the traffic, and regenerate this features that describes the traffic, and regenerate this 
traffic accordingly, collecting a new trace traffic accordingly, collecting a new trace TT**

–– What kind of analysis will demonstrate that What kind of analysis will demonstrate that TT and and TT** are are 
close enoughclose enough??
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TestbedTestbed ExampleExample
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•• Make generated traffic look like UNC edge linkMake generated traffic look like UNC edge link
–– Evaluate accuracy and impact of available bandwidth Evaluate accuracy and impact of available bandwidth 

estimation techniquesestimation techniques
–– Evaluate performance and impact of highEvaluate performance and impact of high--speed TCP speed TCP 

flavorsflavors
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Traffic GenerationTraffic Generation
StateState--ofof--thethe--ArtArt

•• OpenOpen--looploop
–– Large number of sophisticated models Large number of sophisticated models 

»» PacketPacket--level modelinglevel modeling
–– But TCP is a closedBut TCP is a closed--loop protocolloop protocol

»» OpenOpen--loop traffic generation breaks reliability, flow loop traffic generation breaks reliability, flow 
control, and congestion controlcontrol, and congestion control

•• ClosedClosed--looploop
–– The idea is to simulate the behavior of The idea is to simulate the behavior of 

users/applicationsusers/applications
»» SourceSource--level modelinglevel modeling
»» TT = = f(S)f(S) and and TT**==g(S) g(S) => study => study SS, , ff and and gg
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Different Views of Internet TrafficDifferent Views of Internet Traffic
Abstract SourceAbstract Source--level Modelinglevel Modeling
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ClientClient--Server ApplicationsServer Applications
Persistent HTTP ExamplePersistent HTTP Example
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•• We call pairs of We call pairs of ADUsADUs that carry a request/response that carry a request/response 
exchange an exchange an epochepoch

•• Quiet timesQuiet times are also part of the workload of TCPare also part of the workload of TCP



77

ClientClient--Server ApplicationsServer Applications
SMTP and NNTP ExamplesSMTP and NNTP Examples
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Sequential ASequential A--bb--t Modelt Model

•• Abstract sourceAbstract source--level model for describing the level model for describing the 
workload of TCP connectionsworkload of TCP connections

•• Each connection is summarized using a Each connection is summarized using a connection connection 
vectorvector of the formof the form CCii = (= (ee11, , ee22,…, ,…, eenn) with ) with nn≥≥1 1 
epochsepochs

–– Each epoch has the formEach epoch has the form eejj = (= (aajj, , tatajj, , bbjj, , tbtbjj))

•• Connection vectors can be extracted from TCP Connection vectors can be extracted from TCP 
segment header tracessegment header traces

–– Sequence number directionality, timing analysis, write size Sequence number directionality, timing analysis, write size 
and packet size interactionsand packet size interactions

–– OO((n log nn log n) + ) + OO((nn**WW))
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Beyond the ClientBeyond the Client--Server ModelServer Model
IcecastIcecast –– Internet RadioInternet Radio
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•• Server PUSH applications do not follow the Server PUSH applications do not follow the 
traditional clienttraditional client--server modelserver model

•• The sequential aThe sequential a--bb--t model is still applicablet model is still applicable
–– Make Make aaii and and tbtbii zerozero
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Beyond the ClientBeyond the Client--Server ModelServer Model
NNTP in StreamNNTP in Stream--Mode and Mode and BitTorrentBitTorrent
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Concurrent AConcurrent A--bb--t Modelt Model

•• Some connections are said to exhibit Some connections are said to exhibit data exchange data exchange 
concurrencyconcurrency

•• Two reasons:Two reasons:
–– Increasing performanceIncreasing performance
–– Enabling natural concurrencyEnabling natural concurrency

•• Concurrent aConcurrent a--bb--t model describes each side of the t model describes each side of the 
connection separately connection separately 

((((aa11, , tata11), (), (aa22, , tata22),…, (),…, (aann, , tatann)) )) 
((((bb11, , tbtb11), (), (bb22, , tbtb22),…, (),…, (bbmm, , tbtbmm))))

•• Concurrency can be detected with high probabilityConcurrency can be detected with high probability
–– p.seqnop.seqno > > q.acknoq.ackno and and q.seqnoq.seqno > > p.acknop.ackno
–– O(O(nn**WW))
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SourceSource--Level Trace ReplayLevel Trace Replay
Traffic Generation in Lab Traffic Generation in Lab TestbedTestbed
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Conclusion and Next StepsConclusion and Next Steps

•• New method for modeling traffic mixesNew method for modeling traffic mixes
–– EmpiricallyEmpirically--derived connection vectorsderived connection vectors
–– Studied sequential vs. concurrent dichotomyStudied sequential vs. concurrent dichotomy
–– Fully automated, efficient analysisFully automated, efficient analysis

•• New traffic generation approachNew traffic generation approach
–– Enables comparison of real and synthetic trafficEnables comparison of real and synthetic traffic
–– Implemented a distributed traffic generatorImplemented a distributed traffic generator
–– Techniques for scaling traffic loadTechniques for scaling traffic load

•• Deconstructing traffic and causalityDeconstructing traffic and causality

•• Traffic classificationTraffic classification


